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1. INTRODUCTION

Smart cities use multimodal information coming from heterogeneous sources, includ-
ing various types of the Internet of Things (IoT) data such as traffic, weather, pollution,
and noise data. The smart city data usually have different quality of information (QoI).
QoI of each data source mainly depends on three factors: (1) errors in measurements
or precision of the data collection devices, (2) noise in the environment and quality of
data communication and processing (including network-dependent quality of service
parameters), and (3) granularity of the observations and measurements in both spatial
and temporal dimensions. Furthermore, various environments have different require-
ments that will determine the efficacy of using the data in the smart city applications;
some systems have energy restrictions; and some wireless networks could rely on low
bandwidth or intermittent connectivity. Most smart city applications also have to deal
with huge volumes of data, with high velocity, dynamicity, and a variety of types of
data.

The QoI issues become more challenging when various data with different QoI are
going to be integrated into an application to extract higher-level information and/or
to provide actionable information to other services and applications. In some of the
current smart city frameworks, the underlying information model is based on semantic
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descriptions that provide an annotation model to support interoperability between
different sources of information (e.g., SmartSantander [Turchi et al. 2014], Aarhus
[Kolozali et al. 2014]). These models can help to represent the QoI for each data source;
however, the models and annotated data are often represented as static descriptions,
making them unsuitable for dynamic smart city data in which the quality can change
over time.

2. CHALLENGES AND RESEARCH DIRECTIONS

QoI in smart city frameworks usually is application dependent. Depending on the re-
quirements, the solutions for enhancing the QoI could be different. For example, if the
aim of an application is to seek trends in data, large samples could leverage the QoI.
In this case, techniques for aggregation, such as the symbolic aggregate approximation
(SAX) algorithm [Kasetty et al. 2008], can help to create a higher-granularity represen-
tation of data by removing the high-frequency variations and allowing representation
of an aggregated view of the data. However, if the interest of the application is on the
latency and accuracy of the data, the increase in quality will be determined by a selec-
tion of trustable resources or a combination of data from multiple resources to provide
more accurate results.

The precision of the observations and measurements can be improved by increas-
ing the frequency and density of sampling and/or by using more accurate devices for
sampling [Zhou et al. 2014]. To reduce the effects of the noisy environments, data pre-
processing techniques that reduce noise can be applied [Frénay and Verleysen 2013]. To
reduce the effect of the granularity of the observations and measurements, different in-
terpolation techniques, such as linear, polynomial interpolation, and Gaussian models,
can be used [Mendez et al. 2013].

To overcome the volume issues of the transmitted data in high-frequency sampling,
in-network fusion techniques that only transmit outliers or dimensionality reduction
techniques can be applied [Brayner et al. 2014]. The bandwidth limitation of the net-
works can be solved with similar techniques and also by having a hierarchical storage,
where most of the information is stored in the source but less information is transmit-
ted to the applications, using sampling or other aggregation techniques. When more
granularity of the data is requested, the source could be accessed; when less granularity
is requested, the sampled or aggregated data could be accessed.

Most of the data aggregation and interpolation solutions assume that the QoI at the
origin of the data is higher than that at the application level. However, if information
is created by combining and integrating multiple data, the accuracy of the processed
information could be higher than the original data at individual sources. To keep
track of the process of the information and to be able to accurately select the sources
of information and the processing for each individual application, it is necessary to
annotate the provenance of the information [Kolozali et al. 2014].

To describe and use the quality-related parameters of smart city data, we propose
using lightweight dynamic semantics. The semantic models will provide interopera-
ble descriptions of data and their quality and provenance attributes. The semantic
annotation of quality parameters is useful for interoperability and knowledge-based
information fusion. To make semantics scenario independent and to be able to fast
annotate and process ontologies, we propose lightweight semantic models that contain
only a few general concepts without many reasoning rules. The QoI in these models
can then be updated by data processing software and APIs. As the data quality param-
eters of the data sources update, these changes can then be linked to and reflected in
their semantic descriptions. Thus, the processing applications can access the seman-
tic description to determine the quality parameters of the data descriptions. For the
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Table I. A Summary of the Key Issues and Challenges

Issues
Issue Type Issue Challenges

QoI
Precision

Adaptive sampling
Device calibration
Device accuracy

Accuracy
Noise filtering and preprocessing
provenance

Granularity Interpolation and spatiotemporal density

Data characteristics
Volume and
velocity

Outlier detection and transmission
scalability

Variety Interoperability and dynamic semantics

Constraints
Energy
bandwidth
connectivity

Resource and context-aware data
collection, processing and communication
hierarchical storage, and
centralized versus distributed systems

aggregated and complex data that are integrated from multiple sources, the provenance
parameters can help to trace the QoI parameters of each source and quality aspects of
the processing algorithms and methods that are applied on the data. However, updat-
ing the dynamic semantic models and determining the quality of data at the sources,
quality of the network, environment, and processing components, and monitoring their
changes over different time/location dimensions is still a key challenge. A summary of
challenges is shown in Table I.

Overall smart city data relies on large-scale deployment of multivendor, multi-
provider devices, networks, and resources that usually operate in noisy and dynamic
environments. The temporal and spatial density of sampling of data collection will have
an impact on the quality of the smart city data. Different environment and network
parameters add limitations such as latency and noise. Energy constraints will also
have an impact on the quality of data. Semantic descriptions and annotations can be
used to describe different features of the smart city data and their quality attributes.
However, the conventional semantics are usually static, and their complexity hinders
their application in very large scale deployments and (near) real-time applications.
We propose using lightweight semantic models with provenance information and com-
bining semantics with data interpolation and data analytic models to create dynamic
semantic description of quality parameters in a smart city framework.

REFERENCES
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