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Ramp secret sharing schemes

A ramp secret sharing scheme

with t-privacy and r-reconstruction is an algorithm that,
. . — é
1. given aninput s € F,
2. outputs a vector X € Fg, the vector of shares that we want to
share among n players
such that, given a collection of shares {x; | i € Z},Z C {1,...,n},

1. one has no information about 3 if #Z < t
2. one can recover S if #7 > r



Ramp secret sharing schemes

A ramp secret sharing scheme

with t-privacy and r-reconstruction is an algorithm that,
1. given an input § €
2. outputs a vector X € Fg, the vector of shares that we want to
share among n players
such that, given a collection of shares {x; | i € Z},Z C {1,...,n},
1. one has no information about 3 if #Z < t
2. one can recover S if #£Z > r

We shall always assume that t is largest possible and that r is
smallest possible such that the above hold.
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Example: Ramp Shamir’'s scheme

> §=(so,...,S-1) € Fg a secret
» n participants
» Reconstruction r = k, privacy t = k — ¢.

fo, frs1, ..., fey € Fqg random

f=so+siX+- +85 X+ X4+ X € Fglx]

» Shares: f(xy),...,f(xn), with x; € Fq and x; # Xx;.
» Privacy and reconstruction follows from Lagrange interpolation.

Disadvantage: note that g > n.
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Chen et al. Ramp secret sharing schemes

» Consider a secret 5 € Fj,

> 02:<V1,...,Vk2>g01 :(\71,...,|7k2,\7k2+1,...,\7k1>gIFg
» Set L= (Vk41,..-, Vi), C1 = Co @ L (direct sum)

> /= dlm(L) = dlm(C1/Cg) =K — ko

The n shares are the n coordinates of X

X=0Co+¢(8)=aiVy + -+ ki, + St Vi1 + - + Sevk, € Cy

ai,...,ag € Fq random.



Chen et al. Ramp secret sharing schemes

» Consider a secret 5 € Fj,

> 02:<V1,...,Vk2>g01 :(\71,...,|7k2,\7k2+1,...,\7k1>gIFg
» Set L= (Vk41,..-, Vi), C1 = Co @ L (direct sum)

> /= dlm(L) = dlm(C1/Cg) =K — ko

The n shares are the n coordinates of X

X=C+y(8)=aiVy +- + akVk, + S1Vi11 + -+ + SV, € C
ai,...,ag € Fq random.
Algebraically:

1. Sis represented by the coset 1(S) + C> in Cy/Co
2. g’ different cosets in Cy/C, and there are g** representatives
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How much information is leaked?

Bounds for privacy and reconstruction (Chen et al.)

1. r<n—d(C)
2. t>d(C5)

One can be more precise with the first relative generalized Hamming
weight (RGHW)

M;(Cy, Cs) = min{wit(c) | c € C; \ Ca} > d(Cy)

Privacy and reconstruction (Kurihara, Matsumoto et al.)

1. r=n—M/(Cy,Cz) + 1
2. t=M(Cs, Cl)— 1



A more precise definition

of the information leaked

Privacy and reconstruction

A ramp secret sharing scheme has (t, ..., t;)-privacy and
(r, ..., r)-reconstruction if t, ..., f, are chosen largest possible and
ri,...,r; are chosen smallest possible such that:

1. an adversary cannot obtain m g-bits of information about s with
any tp, shares,

2. it is possible to recover m g-bits of information about s with any
collection of ry, shares.

In particular, one has t = t; and r = r,.



A more precise definition

of the information leaked

Privacy and reconstruction

A ramp secret sharing scheme has (t, ..., t;)-privacy and
(r, ..., r)-reconstruction if t, ..., f, are chosen largest possible and
ri,...,r; are chosen smallest possible such that:

1. an adversary cannot obtain m g-bits of information about s with
any tp, shares,

2. it is possible to recover m g-bits of information about s with any
collection of ry, shares.

In particular, one has t = t; and r = r,.

Exact values (Kurihara, Matsumoto et al.) and (Geil et al.)

2.ty = Mpy(Cy,Cf) -1



Supp(D) = {ie{1,...,n} : 3¢ € D, c; # 0}
Ex: Supp = {(0,0,1,1,0),(0,1,0,1,1)} =4

Minimum Hamming weight

d(C) = min{wt(¢) = Supp(C) | ¢ € C}

The mth generalized Hamming weight

dn(C) = min{|Supp(D)| : D C C,dim(D) = m}



Supp(D) = {ie{1,...,n} : 3¢ € D, c; # 0}
Ex: Supp = {(0,0,1,1,0),(0,1,0,1,1)} =4

Minimum Hamming weight

d(C) = min{wt(¢) = Supp(C) | ¢ € C}

The mth generalized Hamming weight

dn(C) = min{|Supp(D)| : D C C,dim(D) = m}

The mth relative generalized Hamming weight (RGHW)

Mp(Cy, C2) = min{|Supp(D)| : D C C,dim(D) = m,Dn C, = {0}}
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> Mn(Ct, ) = dm(C) = ko + m
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Schemes based on MDS codes

o, Q
o, o
Re ynv®

Let Cy, C> MDS codes (Reed-Solomon): Ci-, C;- are also MDS and

> Mm(C1, Cg) = dm(C1) =n—ki+m
> Mn(Ct, ) = dm(C) = ko + m

Privacy and reconstruction:
Mn(Cy, Ci) = n— My_mi1(Cy, Co) + 1,
t:t1:k2, r:rg:/ﬁ.
= G — 1y O] = G 1

Since r — t = ky — ko =/, it is optimal. However, when the number of
participants is large compared to the field size we cannot assume C;

and C, to be MDS.




One-point algebraic geometric codes

» F algebraic function field of transcendence degree one

» Pi,...,Ps, Q be distinct rational places in F

» L(pnQ) C Fg(X) are rational functions that only have a pole at Q
and of order at most .
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> H(Q) = —va( Uy, £(1Q)) the Weierstrass semigroup of Q.
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F algebraic function field of transcendence degree one

» Pi,...,Ps, Q be distinct rational places in F

L(pQ) C Fq(X) are rational functions that only have a pole at Q
and of order at most .

H(Q) = —va( U2, L(1Q)) the Weierstrass semigroup of Q.

LetD=Py+---+ P,

ev(f) = (f(Py),...,f(Pn))

{f\ | A € H(Q)} with p(f\) = A for all A € H(Q)
Cc(D, Q) = (ev(fh), ..., ev(fﬂ))

H(Q) = {u|Cc(D,pQ)# Cc(D,(n—1)Q)}
= {7,...,m S HQ).

(note that X9 #£ X € Fq(X) but ev(X?) = ev(X))



Feng-Rao bounds (or order bounds)

The Feng-Rao bound comes in two flavours:

1. The usual one bounds the (generalized) minimum distance of the
dual code: C.(D, uQ)*

[T. Hoholdt, J.H. van Lint, R. Pellikaan: Algebraic geometry of codes.
Handbook of coding theory, Vol. |, Il, 871-961, 1998.]

2. The Andersen-Geil bound, bounds the the (generalized)
minimum distance of the primary code: C.(D, nQ)

[H.E. Andersen, O. Geil: Evaluation Codes from Order Domain Theory.
Finite Fields and Their Applications Vol. 14 (1), pp. 92-123 (2008)]



Feng-Rao bound

Proposition

Let D C F{ be a vector space of dimension m. There exist unique
numbers v, < --- < ~;, in H*(Q) such that

—v(D\{0}) = {i1, ..., in}

The support of D satisfies

W GR
W 0,
o ¢
o
s
H
% &
%,
B
o,
6 ynt

#Supp(D) > #(H*(om(u;"_1 (v,-s+H(O))))
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Proposition

Let D C F{ be a vector space of dimension m. There exist unique
numbers v, < --- < ~;, in H*(Q) such that

—vg(D\{0}) = {i1,...,in}
The support of D satisfies

#Supp(D) > #(H*(om(u;"_1 (v,-s+H(O))))
> N+ # € UM (s + HQ)) | A ¢ i+ H(Q)).

#(H"(Q) N (Ugly (i, + H(Q)))) = n— #(H(Q)\ UgLy (i, + H(Q)))
and A =#(M\(A+T))



Feng-Rao bound

Example

H(Q) = (3,4) = {0,3,4,6,7,...}
H*(Q) = {0,3,4,6,7,...,26,28,29,32)

Let D C C.(D,20Q), DN C.(D,16Q) = {0} and dim D = 2.
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Example

H(Q) = (3,4) ={0,3,4,6,7,...}
H*(Q) = {0,3,4,6,7,...,26,28,29,32)

Let D C C-(D,20Q), DN C.(D,16Q) = {0} anddim D = 2.
D = ({ev(f;),ev(f,)} such that

1. —vo(f;) € {17,18,19,20}
2. —vqg(fy) # —vq(fy)

Let —vo(f,) = 19, —va(f,) = 20
#Supp(D) > #(H*(O)m(u;”_1 (v,-s+H(O))))
- #<H*(Q)m((19+H*(Q))U(20+H*(O)))>

19+ H*(Q) = {19,22,23,25,...,45,47, 48,51}
20 + H*(Q) = {20,23,24,26, . ..,46,48,49,52}



Feng-Rao bound

Example (cont).

H(Q) = (3,4) = {0,3,4,6,7,...}
H*(Q) = {0,3,4,6,7,...,26,28,29,32)

We count what 20 hits with a trick
|[H*(Q)N (20 + H*(Q))]=n—-20=27-20=7



Feng-Rao bound

Example (cont).
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Example (cont).

H(Q) = (3,4) = {0,3,4,6,7,...}
H*(Q) = {0,3,4,6,7,...,26,28,29,32)

We count what 20 hits with a trick
|H(Q)N (20 + H*(Q))|=n—20=27 -20 =7
We count now what 19 hits but 20 does not hit.
20 + H*(Q) oo - % %
*

19+ H*(Q) = - -
1) T T

*
*
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Example (cont).

H(Q) = (3,4) ={0,3,4,6,7,...}
H*(Q) = {0,3,4,6,7,...,26,28,29,32)

We count what 20 hits with a trick
|[H*(Q)N (20 + H*(Q))|=n—-20=27-20=7
We count now what 19 hits but 20 does not hit.

20+ H*(Q) * - - ok k-
194+ H*(Q) * - - % x - =x
1) T T

For —vq(f,) = 19, —vq(f,) = 20

#Supp(D) > n—;, + #{A € UL (i, + H(Q) | A ¢ i, + H(Q)}
(27 -20)+3=7+3=10



Feng-Rao bound

Example (cont).

Let —vq(f,) = 18, —vg(f,) = 20.
We count now what 18 hits but 20 does not hit.

20 + H*(Q) £ - . % .
18+ H*(Q) * - - *x % - x x



Feng-Rao bound

Example (cont).

Let —vq(f,) = 18, —vg(f,) = 20.
We count now what 18 hits but 20 does not hit.

20 + H*(Q) X oo -k
18+ H*(Q) =« . .
T

— ¥
— %
—



Feng-Rao bound

Example (cont).

Let —vq(f,) = 18, —vg(f,) = 20.
We count now what 18 hits but 20 does not hit.

20 + H*(Q) X oo -k
18+ H*(Q) * - - x % - x
T T 1 T
For —Vo(f,'1) = 18, —l/Q(f,' ) =20

#Supp(D) > n—;, + #{A € U (i, + H(Q) | A ¢ i, + H(Q)}
= (27-20)+4=7+4=11



Feng-Rao bound

Example (cont).

Let —vq(f,) = 18, —vg(f,) = 20.
We count now what 18 hits but 20 does not hit.

20 + H*(Q) X oo -k
18+ H*(Q) * - - x % - x
T T 1 T
For —Vo(f,'1) = 18, —l/Q(f,' ) =20

#Supp(D) > n—;, + #{A € U (i, + H(Q) | A ¢ i, + H(Q)}
(27-20)+4=7+4=11

We should consider —vq(f,) = 17 and —vq(f,) = 20 as well.
1. —vo(fy) € {17,18,19}
2. —vg(f,) =20



Bounding RGHWs

Theorem

Let 1, uo be positive integers with o < w1, and p = g — po.
Form=1,...,dimC.(D, u1 Q) — dim C.(D, u2Q) we have

Mm(CE(Da A Q)a CE(D7 /LQQ))
min{#(H*(O) N (U2 (i + H(Q))))

Y]

|%’17~-~,7/‘m€H*(Q)7M2<%<"'<%SM1} (1)
> min{n o A0 €U (i + HQ)) | A ¢ i + HQ))

I%,..,mm€H*(Q),u2<%<~~<7i,<u1} @)



Bounding RGHWs

One can even use the previous bound when one does not know
H (Q): A\ < - <Amletii=X—Ap, j=1,...,m—1then

H{A €U (N + H(Q) | A ¢ Am + H(Q))
— #{a € U (s + H(Q) | o ¢ H(Q))
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min{#{a € U (s +T) [a ¢ T} | —p+1<i < <ipy < -1}
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One can even use the previous bound when one does not know
H(Q): A\ << Am,letii=X—Ap, j=1,...,m—1then
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Then we define Z(T', u, m) =
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Theorem (cont)

Let i1, uo be positive integers with po < w1, and g = 1 — po.
Form=1,...,dimCz(D, u1 Q) —dim C.(D, u2Q) we have

Mm(Cr(D, 11 Q), Cr(D, p2Q)) = n = pg + Z(H(Q), p,m) - (3)



Bounding RGHWs

One can even use the previous bound when one does not know
H(Q): A\ << Am,letii=X—Ap, j=1,...,m—1then

#A e U N+ H(Q) | X ¢ Am + H(Q)}
=#{a e U (is+ H(Q)) | a ¢ HQ)}

Then we define Z(T', u, m) =
min{#{a € U (s +T) [a ¢ T} | —p+1<i < <ipy < -1}

Theorem (cont)

Let i1, uo be positive integers with po < w1, and g = 1 — po.
Form=1,...,dimCz(D, u1 Q) —dim C.(D, u2Q) we have

Mm(Cr(D, 11 Q), Cr(D, p2Q)) = n = pg + Z(H(Q), p,m) - (3)

Note: (3) may be strictly smaller than (2).



Bounding RGHWs

One can even use the previous bound when one does not know
H(Q): A\ << Am,letii=X—Ap, j=1,...,m—1then

#A e U N+ H(Q) | X ¢ Am + H(Q)}
=#{a e U (is+ H(Q)) | a ¢ HQ)}

Then we define Z(T', u, m) =
min{#{a € U (s +T) [a ¢ T} | —p+1<i < <ipy < -1}

Theorem (cont)

Let i1, uo be positive integers with po < w1, and g = 1 — po.
Form=1,...,dimCz(D, u1 Q) —dim C.(D, u2Q) we have

Mm(Cr(D, 11 Q), Cr(D, p2Q)) = n = pg + Z(H(Q), p,m) - (3)

Note: (3) may be strictly smaller than (2).
Note: for m =1, (3) is the Goppa bound.



Feng-Rao bound for dual codes

For duals of one-point algebraic geometric codes we have a bound
similar to (1), but no bounds similar to (2) or (16).

Theorem
Let 1, uo and mbe as before. We have

Mm(Cé(Dv /L2Q)’ Cé(D7 A Q))
> min {#(H(Q) N (UL (i — H(Q)))) |

Vier > Vim € H(Q), 2 < i < -+ < i <u1}.
(4)



RGHWSs of Hermitian codes

» Hermitian curve x9" — y9 — y over Fg
» Let Py,...,P,_g, and Q be the rational places
» The Wierstrass semigroup at Q: H(Q) =(q,9q+ 1), c=q(q—1)



RGHWSs of Hermitian codes

» Hermitian curve x9" — y9 — y over Fg
» Let Py,...,P,_g, and Q be the rational places
» The Wierstrass semigroup at Q: H(Q) =(q,9q+ 1), c=q(q—1)

Theorem: For Hermitian curve

Let i1, uo be non-negative integers with 1 < gy — pup < g+ 1.
For1 < m <dim(C.(D, 11 Q)) — dim(C.(D, u2Q)) we have

m—2
Mn(Ce(D, 111 Q), Ce(D, p12Q)) > n—pi+ > (q—5) (5)
s=0

= 0+ (m—1)(q - (m-2))/2.



RGHWSs of Hermitian codes

» Hermitian curve x9" — y9 — y over Fg
» Let Py,...,P,_g, and Q be the rational places
» The Wierstrass semigroup at Q: H(Q) =(q,9q+ 1), c=q(q—1)

Theorem: For Hermitian curve
Let i1, uo be non-negative integers with 1 < gy — pup < g+ 1.

For1 < m <dim(C.(D, 11 Q)) — dim(C.(D, u2Q)) we have
m—2
Mn(Ce(D, 111 Q), Ce(D, p12Q)) > n—pi+ > (q—5) (5)
= N—m+ (Smo— (g —(m-2))/2.
lfc—1<urand uy <n—c=q(q— 1), then we have
dim(Ce(D, 11 @) — dim(Ce (D, 12Q)) = 11 — pz

and equality in (5).



Ramp schemes based on Hermitian codes

For u € H*(Q) we have C.(D, uQ)* = Cz(D,(n+c—2— pu)Q):
Theorem
Let 1, ii be positive integers satisfying

p<qg+1l, c—1+ap<pu<n—1 (6)

Consider the ramp secret sharing scheme Dy /D, = C3-/C;- where
C1 = Cﬁ(D,MQ) and CQ = C[;(D7 (/L — ﬁ)o) Hence ¢ = ﬂ

Form=1,... jitholds that

1. tn=Mn(Ci,Co) —1>n—pu+ Y7 2(q—s)—1

2. rm=nN—Mi_mi1(D1,D2)+1 <n—p+c+i—1 —Z?;Om’1(q—s)
Equality holds when the second condition in (6) is replaced with

2c-2+ap<p<n-—c.



A comparison between RGHW and GHW

From Munuera et al. computations for GHW of Hermitian codes:

Proposition: For m=1,2

Letm<puy —po<qg+1,c—1<usand pu < n-—c,then

Mmn(Ce(D; 11 Q), Cr(D, p2Q)) = din(Cr(D, 11 Q)



A comparison between RGHW and GHW

From Munuera et al. computations for GHW of Hermitian codes:

Proposition: For m=1,2

Letm<puy —po<qg+1,c—1<usand pu < n-—c,then

Mmn(Ce(D; 11 Q), Cr(D, p2Q)) = din(Cr(D, 11 Q)

Theorem: Form=3,..., iwithg > 2

Let 3 < fi < g + 1 be fixed. There are at least g°> — 3g® + 1 different
codes C.(D, nQ) for which

1. dn(C.(D, Q) =N — pi+ pm
2. Mn(C(D, uQ), Cc(D, (1 — 5)Q)) = n— p+ X 2(q — )
3. The difference 2. — 1. = (X0°2(q — §)) — pm > O



A comparison between RGHW and GHW

The ratio of codes that verify the previous result
R(@) 2 (¢° -8¢° +1)/¢° 21-8/g ——1.

q 4 5 7 8 9 16
R(@> | 025 04 057 0.62 066 0.81



A comparison between RGHW and GHW

The ratio of codes that verify the previous result
R(@) 2 (¢° -8¢° +1)/¢° 21-8/g ——1.

q 4 5 7 8 9 16
R(@> | 025 04 057 0.62 066 0.81

Diff(m, q) is Min(-, -) — dim(").

m 3 4 5 6 7 8 9 10
Diffm4) 2 1 1

Diffm5) 3 2 3 3

Diffm7) 5 4 7 9 6 6
Diff(m8 6 5 9 12 9 10 10
Diff(m,16) 14 13 25 36 33 42 50 57
m 11 12 13 14 15 16 17

Diff(m,16) 51 56 60 63 65 55 55
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